Anycast

What is Anycast?

Anycast technology is a system that
increases both the speed and security
of the Internet naming system and,
consequently, the entire Internet by
creating many copies of the same data
in multiple locations across the world.

Good for Speed

CDNS'’s large and strategically
distributed global Anycast network
directs queries to the Anycast server
nearest to the query’s origin. Our
extensive Anycast

footprint means

that users are

never far away

from an Anycast

server. With each

server responding to queries from its
geographically relevant zone, response

times are naturally significantly reduced.

Good for Security

By broadcasting multiple instances of
the same IP Address, CDNS’s Anycast
network greatly increases security and
resilience against attack _/NGG_—_—_.
by diffusing the impact.

Even in the event that one |-

Anycast server is disabled,

the remaining majority

continue to broadcast and

overall service is left largely unaffected.
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Unicast
What is Unicast?

Unicast is a basic, easily deployed
system for changing Internet names
to computer IP Addresses. Each
Unicast server responds to queries
from all over the world, regardless
of the geographical distance.

Bad for Speed

Because the Unicast system directs
queries from all over the world to

a single location, response times
are significantly increased by the
sheer distance a query must travel.
For example,

a query from

Manchester

may be

: : directed to a
nearby Name Server in London but
may also be directed to one in Hong
Kong, resulting in scattered queries
and longer response times.

Bad for Security

Because the Unicast system is
somewhat primitive, it is significantly
more vulnerable to disruption, both
' d  unintentional and
J I @ deliberate. Assigning

a unique IP Address

| to each individual

server means that

a DoS attack, for

example, is able to

concentrate on a single location for
maximum disruption.







